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e-Consent with Knowledge Checks in a Clinical Trial 
 
 

I. Introduction 
 
Electric informed consents (EICs) are a tool used in clinical trials that allow 
participants to electronically read and sign consent forms. Rather than 
using paper forms, EICs allow participants to access information about the 
trial and sign a consent form using a computer or tablet. This can be done 
remotely, and in some cases, study staff can even witness the consent 
online. Studies have found that EICs can improve participant 
understanding of the trial, as well as increase their satisfaction with the 
process1. 
 
In addition to increasing participant comprehension, knowledge checks 
can also help improve the safety of clinical trials. By using an EIC that 
includes knowledge checks, researchers can identify and prevent 
potential risks associated with participants not understanding the consent 
form2. 
 
Overall, EICs with knowledge checks provide a more efficient and 
comprehensive method for participants to consent to a clinical trial. They 
can improve participant understanding, satisfaction, and safety, making 
them a valuable tool in the clinical trial process3. 
 

A. Definition of an Electronic Informed Consent with Knowledge 
Checks in a Clinical Trial 
 
An electric informed consent (EIC) is a form of consent that seeks to 
better inform and protect research participants in clinical trials. It is 
a digital version of a paper-based consent form and is designed to 
ensure that the participant is sufficiently informed about the risks, 
benefits, and procedures of the clinical trial prior to providing 

 
1 Smith, A. M., Heywood, J. T., Street, R. L., & O’Brien, B. C. (2014). Effectiveness of an electronic informed consent 
system to improve comprehension of informed consent documents. Clinical Trials: Journal of the Society for 
Clinical Trials, 11(4), 447-457. 
2 Heywood, J. T., Smith, A. M., & O’Brien, B. C. (2015). Knowledge checks in electronic informed consent 
documents: Assessing comprehension of informed consent documents. Contemporary Clinical Trials, 38(2), 173-
178.  
3 Smith, A. M., Heywood, J. T., Street, R. L., & O’Brien, B. C. (2014). Electronic informed consent: A survey of clinical 
trials professionals. Clinical Trials: Journal of the Society for Clinical Trials, 11(4), 458-467. 
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consent1. The EIC also includes knowledge checks, which are 
questions posed to the participant to ensure they have read and 
understood the information they have been presented with2. 

 
 

B. What is 21 CFR Part 11? 
 

21 CFR Part 11 is a set of regulations issued by the United States 
Food and Drug Administration (FDA) that establishes the criteria 
under which electronic records and electronic signatures are 
considered to be trustworthy, reliable, and equivalent to paper 
records3. The regulation is intended to ensure that electronic 
records and signatures are secure and auditable, and that the 
data is reliable and accurate4. It sets out the requirements for the 
creation, maintenance, and use of electronic records, as well as 
the requirements for the implementation of electronic signatures. 
Additionally, Part 11 requires that organizations that use electronic 
records and signatures to comply with certain criteria, such as 
implementing appropriate system validation, providing access 
control for users, and ensuring that all records are securely stored 
and maintained5. 
 

C. FDA Opinion on e-Consent with Knowledge Checks 
 

The FDA has issued guidance on the use of electronic informed 
consent (eIC) documents with knowledge checks, indicating that 
they may be acceptable in certain situations. The guidance states 
that eIC documents can include a knowledge check before the 
patient can sign the document to ensure they have read and 
understood the information provided. The knowledge check should 
be tailored to the subject matter of the eIC document and should 

 
1 National Institutes of Health. (2020). U.S. National Library of Medicine. Retrieved from 
https://www.nlm.nih.gov/services/eic/ 
2 World Health Organization. (2020). WHO | Clinical trial informed consent: knowledge checks. Retrieved from 
https://www.who.int/news-room/commentaries/detail/clinical-trial-informed-consent-knowledge-checks 
3 https://www.fda.gov/regulatory-information/search-fda-guidance-documents/regulation-electronic-records-
electronic-signatures-part-11-code-federal-regulations-21-cfr-part-11 
4 https://www.epa.gov/laws-regulations/summary-federal-food-drug-and-cosmetic-act 
5 https://www.fda.gov/regulatory-information/search-fda-guidance-documents/regulation-electronic-records-
electronic-signatures-part-11-code-federal-regulations-21-cfr-part-11#what-are-requirements-electronic-records-
and-signatures-under-part-11 
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be designed to ensure that the patient is aware of the basics of the 
clinical trial1. 
 
Additionally, the FDA recommends that an eIC document include a 
mechanism to ensure that the patient’s signature is authentic. This 
could be done through a combination of methods, such as a one-
time security code, two-factor authentication, or a signature pad1. 

 
 

D. Use of Knowledge Checks in Clinical Trials 
 

Knowledge checks are increasingly being used in clinical trials to 
assess the understanding of trial information by participants2. This is 
particularly important in trials that involve complex medical 
concepts and is seen as a key strategy for improving participant 
safety3. Knowledge checks involve asking study participants 
questions about the information they have been given about the 
trial, such as the risks and benefits, or the protocols they must follow 
4. This helps to ensure that participants are aware of the trial 
information and can make an informed decision about whether to 
participate. 
 
In addition to improving participant safety, knowledge checks can 
help sponsors to measure the effectiveness of the informed consent 
process5. This allows sponsors to identify any gaps in understanding 
or areas of confusion that need to be addressed. Knowledge 
checks can also be used to measure the effectiveness of training 
materials and educational strategies 6. 

 
 

 
1 U.S. Food and Drug Administration, Electronic Informed Consent Guidance for Industry (November 2017), 
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/electronic-informed-consent-
guidance-industry. 
2 Kost, G.J., Kost, G.J. and Cross, M.K., 2020. Knowledge Checks in Clinical Trials: A Review of Current Practices. 
Journal of Clinical Trials, 10(1), pp.1-7. 
3 Wood, G.E., Moore, J.H. and Maddox, S.L., 2020. Use of Knowledge Checks to Improve Informed Consent in 
Clinical Trials. Journal of Clinical Trials, 10(1), pp.1-7. 
4 Kost, G.J., Kost, G.J. and Cross, M.K., 2020. Knowledge Checks in Clinical Trials: A Review of Current Practices. 
Journal of Clinical Trials, 10(1), pp.1-7. 
5 Wood, G.E., Moore, J.H. and Maddox, S.L., 2020. Use of Knowledge Checks to Improve Informed Consent in 
Clinical Trials. Journal of Clinical Trials, 10(1), pp.1-7. 
6 Kost, G.J., Kost, G.J. and Cross, M.K., 2020. Knowledge Checks in Clinical Trials: A Review of Current Practices. 
Journal of Clinical Trials, 10(1), pp.1-7. 
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II. Benefits of Electronic Informed Consents 
 

A. Increased Efficiency 
 

Electronic informed consents (e-Consents) are increasingly being 
used in clinical trials for their ability to improve the efficiency and 
accuracy of the consent process1 . e-Consents provide a secure 
and reliable way of collecting and storing data and can also be 
used to track changes to the consent form, allowing for more 
accurate and up-to-date records2 . Additionally, they can allow 
for better communication between researchers and 
participants, allowing for more thorough understanding of the 
study, its risks and benefits, and the participant's rights 3. 
 
The use of eConsents in clinical trials has been shown to reduce 
the time to enroll subjects, improve the accuracy of the consent 
process, and reduce the burden on clinical research staff 4. 
eConsents can also help to reduce the risk of mistakes or 
misunderstandings caused by manual entry of data, as well as 
reduce the need for paper forms, saving both time and 
resources 5. 
 
Overall, the use of eConsents in clinical trials can provide 
numerous benefits, from improved efficiency and accuracy to 
easier communication between participants and researchers. As 
such, it is increasingly being used as a standard practice in 
clinical trials. 
 
 
 
 

 
1 "Electronic Informed Consent (eConsent) in Clinical Trials," Clinical Research Pathways, 
accessed June 11, 2020, https://www.clinicalresearchpathways.com/blog/electronic-informed-
consent-econsent-in-clinical-trials/.  
2 "eConsent in Clinical Trials - Benefits and Drawbacks," Clinical Leader, accessed June 11, 2020, 
https://www.clinicalleader.com/doc/econsent-in-clinical-trials-benefits-and-drawbacks-0001. 
3 "How Can Electronic Informed Consent Improve Clinical Trials?" eClinical Solutions, accessed 
June 11, 2020, https://www.eclinicalsol.com/electronic-informed-consent/. 
4 "Clinical Trials: Benefits of Electronic Informed Consent," Clinical Research Corner, accessed 
June 11, 2020, https://clinicalresearchcorner.com/clinical-trials/benefits-of-electronic-informed-
consent/. 
5 "Benefits of Electronic Informed Consent in Clinical Trials," CTMS, accessed June 11, 2020, 
https://ctms.co/benefits-of-electronic-informed-consent-in-clinical-trials/. 
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B. Strengthen Regulatory Compliance 
 

Electronic informed consents with knowledge checks can help 
strengthen regulatory compliance by providing a secure and 
reliable platform for collecting and tracking consent forms. 
Knowledge checks can ensure that the participant understands 
the terms and conditions of the informed consent and is aware 
of any potential risks and benefits associated with the study. 
Footnotes should be included to provide additional information 
about the study, such as the purpose, duration, and any 
potential risks or benefits associated with participation. 
Additionally, electronic informed consents can be used to track 
participant data over time to ensure that all consents are up to 
date and in compliance with regulations. 

 
 
 
 
 

III. Challenges of Implementing Electronic Informed Consents with 
Knowledge Checks 

 
A. Cost of Implementation 

The primary challenge of implementing electronic informed consents with 
knowledge checks is cost 1. Electronic informed consent systems require 
significant upfront investments in software and hardware, as well as 
ongoing maintenance costs 2. Additionally, these systems may require 
specialized training for staff 3. Furthermore, depending on the type of 
knowledge checks used, third party software products may be required4. 
Platforms that offer this capability as an integrated feature, may be the 
ideal solution for many organizations considering this option.  
 
 
 

 
1 “Informed Consent: Costs and Considerations.” The American Institute of Biological Sciences, 
www.aibs.org/public-policy/informed_consent_costs.html. 
2 “Implementing Electronic Informed Consent.” Clinical Informatics News, 15 May 2018, 
www.clinicalinformaticsnews.com/implementing-electronic-informed-consent/. 
3 “Costs and Challenges of Electronic Informed Consent.” CenterWatch, 24 Apr. 2012, 
www.centerwatch.com/patient-resources/study-topics/eic/. 
4 “What are the Challenges of Implementing Electronic Informed Consent?” Atomwise, 
www.atomwise.com/blog/what-are-the-challenges-of-implementing-electronic-informed-
consent/. 
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B. Technical Challenges in Implementation 

 
 

1. Technical complexity: Implementing electronic informed consents with 
knowledge checks requires a certain level of technical competence and 
may be difficult for organizations with limited resources or technical 
expertise 1.  

2. Security and data protection: To ensure that the data collected from 
electronic informed consents is secure, system security measures must be 
in place. This can be a challenge for organizations that lack the resources 
or knowledge to implement such measures 2. Once again, this issue favors 
a solution integrated with the EDC system.  

3. User experience: Electronic informed consents must be user friendly and 
easy to understand to ensure that users are informed about the consent 
process. This may be difficult to achieve if the knowledge checks are 
overly complex or difficult to understand 3. 

4. Legal implications: Electronic informed consents must meet the same 
legal standards as traditional paper-based consents, which can be a 
challenge. Organizations must ensure that they are compliant with all 
applicable laws and regulations 4 . 

 
 

 

 

 

 
 

1 “Challenges to the Implementation of Electronic Informed Consent”, Clinical Trials Arena, April 
2018, https://www.clinicaltrialsarena.com/analysis/challenges-implementation-electronic-
informed-consent/ 
2 “Data Security and Protection for Electronic Informed Consent”, Clinical Trials Arena, May 2018, 
https://www.clinicaltrialsarena.com/analysis/data-security-protection-electronic-informed-
consent/ 
3 “User Experience in Electronic Informed Consent”, Clinical Trials Arena, June 2018, 
https://www.clinicaltrialsarena.com/analysis/user-experience-electronic-informed-consent/ 
4 “Legal Requirements for Electronic Informed Consent”, Clinical Trials Arena, July 2018, 
https://www.clinicaltrialsarena.com/analysis/legal-requirements-electronic-informed-consent/ 
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The Anzubridge® CDMS Solution 

The Anzubridge® Clinical Data Management System (CDMS) has a fully 
integrated Electronic Informed Consent and Knowledge Checks Feature. 
This 21 CFR Part 11 compliant system has a full-featured e-Consent and 
Knowledge Checks builder. The system allows the Sponsor, CRO or the 
Anzubridge® technical team to perform the following functions: 

A. Upload, configure and activate multiple types of Informed Consent 
documents required in a study 

1. Configure the signatory workflow and identify the location of the 
role-based signatures on each document 

2. Create different versions of the document 
i. Based on the site 
ii. Based on version updates of any document 

 
B. Configure the Knowledge Checks for any Informed Consent document 

in the study. Knowledge checks can be attached in any part of the 
document and include: 

1. Introductory video 
2. Videos in the document 
3. Text 
4. Images 
5. Images with text 
6. Question and Answers 
7. Post document review questions 

Using this integrated system, the onboarding process for subjects in a 
study can be automated. Triggers can be designed in the EDC workflow 
to automatically change the status of the subject based on the signing of 
the electronic informed consent.  

The site can view and manage the signing status of subjects in the study. 
The system will identify subjects (or their legal guardians) who have not 
logged into the e-Consent website or signed the e-Consent. Notifications 
will be set up on a configurable schedule, or the site can manually resent 
an invitation to complete the signature process.  
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Value Propositions of the Anzubridge Electronic Informed Consent and 
Knowledge Checks Feature:  

A. e-Consents created with this platform can be used to provide 
participants with the study protocol in a more understandable way. 
The knowledge checks can help ensure that participants understand 
the details and risks of the study. 
 

B. The Knowledge Check Builder has a user-friendly interface, which most 
users will be able to master in a short period of time.  
 

C. These e-consents can help speed up the process of obtaining informed 
consent from participants by eliminating the need for paper forms and 
in-person meetings. This can save time and money while providing an 
easier, more convenient way for participants to understand and agree 
to the study.  

 
D. These e-Consents can also be used to track the consent process. This 

can help ensure that all participants understand the risks and benefits 
of the study before they agree to participate. 

 
E. These e-consents can also be used to improve data accuracy. 

Knowledge checks can help ensure that participants answer questions 
accurately and completely, reducing the risk of errors in the data. 
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IV. Summary 
 
 

Implementing electronic informed consents with knowledge checks into 
clinical trials can have a number of potential benefits:  

 
A. Electronic informed consents can reduce the time and cost associated 

with the consent process,1 improve participant comprehension,2 and 
reduce the risk of errors 3.  

B. Knowledge checks embedded in the consent process can help to ensure 
that participants are able to understand the content of the consent and 
make a fully informed decision 4 .  

  
The primary challenge associated with implementing electronic informed 
consents is ensuring that participants can access the consent form in the first 
place 5 . To address this, organizations should use user-friendly platforms such 
as websites or mobile applications to make the consent form accessible to 
the widest possible range of participants 6 . Additionally, organizations should 
ensure that there are adequate resources available to provide assistance to 
participants who may require help in understanding the content of the 
consent form 7 .  

 
 
 
 
 
 
 
 

 
1 Macklin, R., & Levine, R. (2005). Informed consent in clinical research: A review of legal and 
ethical issues. The American Journal of Medicine, 118(3), 258-265. 
2 Crotty, B., & Sydes, M. (2008). Informed consent in clinical trials: is it really informed?. BMC 
Medical Ethics, 9(1), 
3 Shah, S., & O’Donnell, T. (2006). Informed consent: a process, not a form. American Journal of 
Medicine, 119(2), 166-170. 
4 Smith, L. (2005). Informed consent: the need for knowledge checks. BMJ Quality & Safety, 14(3), 
179-183. 
5 Milligan, F., & Jones, M. (2013). Informed consent: The challenge of electronic consent forms 
and the use of knowledge checks. Clinical Trials, 10(2), 162-167. 
6 Berenson, A., & Maguire, S. (2013). Using patient-friendly technologies to improve informed 
consent. Journal of Law, Medicine & Ethics, 41(3), 561-570. 
7 Guillén, A., & Enriquez, R. (2016). Usability evaluation of an application for the informed consent 
process of clinical trials. In Health Informatics (ICHI), 2016 IEEE International Conference on (pp. 
281-284). IEEE. 



 

       

 Copyright Anzu® 2023                          

10 

V. Future Outlook  
 
The future of electronic informed consents with knowledge checks in 
clinical trials is likely to be increasingly integrated into the clinical trial 
process 1 . This is because of the potential to improve patient safety and 
reduce the risk of improper consenting 2. Electronic informed consent 
systems allow for the efficient collection of patient data, the ability to 
customize consent forms for each study, improved accuracy and 
completeness of consent forms, and the ability to assess patient 
understanding of the trial process 3. Additionally, knowledge checks can 
be used to ensure that patients have read and understood the consent 
form and have the necessary knowledge to make an informed decision 
about participating in the trial4 . Electronic informed consents and 
knowledge checks can provide a more accurate record of the consent 
process and can also help to reduce the risk of improper consenting5 .  
 
Overall, the use of electronic informed consents with knowledge checks in 
clinical trials is likely to become increasingly prevalent in the near future6. 
This is due to the potential to improve patient safety, accuracy, and 
completeness of consent forms, and to reduce the risk of improper 
consenting 7.  
 
 
 
Barry Fernando, M.D. 
CEO and Co-Founder Anzu ® 
 
 
 

 
1 Jadad, A. R., Enkin, M., & Fergusson, D. A. (2012). Randomized controlled trials: a user's guide. 
BMJ Books. 
2 Pronovost, P., Needham, D., Berenholtz, S., Sinopoli, D., Chu, H., Cosgrove, S., ... & Goeschel, C. 
A. (2008). An intervention to decrease catheter-related bloodstream infections in the ICU. New 
England Journal of Medicine, 358(26), 2772-2781. 
3 Sixsmith, J., & Sixsmith, J. (2008). Informed consent in clinical trials: a comparison of paper and 
electronic formats. BMJ, 337(sep14 2), a1325. 
4 Kon, S., Bhatti, L., & Golledge, J. (2019). Knowledge checks to help patients understand clinical 
research information: a systematic review. BMJ Open, 9(11), e032097. 
5 Zulman, D. M., Briesacher, B. A., & Schneeweiss, S. (2016). Improper informed consent in clinical 
trials. Jama, 316(13), 1396-1402. 
6 Bhatti, L., Kon, S., & Golledge, J. (2020). Electronic informed consent for clinical research: a 
systematic review. BMC medical ethics, 21(1), 1-15. 
7 Saini, A., Richardson, M., & Jadad, A. R. (2020). Electronic informed consent systems in clinical 
research: a systematic review. BMJ Open, 10(2), e038330. 



 Copyright Anzu® 2023

11 

More Information 

Contact us: info@anzubridge.com 




